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23. Problem: (use additional Sheets if necessary)

Thir Mational Inlsasiruciure Protection Center has developed a tool 1o check Solarle systems for most of the major Distributad Denial
of Service (DDOS) tools found in the wild, DDOS attacks uses a number of systems to attack a network and saturated that network
with 50 much traffic that the natwork is rendered un-useable, The aflackers compromizse systems at many locations and inetall trojan
lools with oul the knowladge of the cwnars of those systems. CERT, NABIRC, and other securily organizations highly recormmeand
thal this saltware be run on &ll networked Solaris systems to detect the presents of the DDOS trojan.

24, Proposed Solution: (use additional sheets if necessary)
Load and run the executable, FIND_DDOS vemsion 3.3, on baseline all DAAC Solaris 2.5.1 platforms, We recommend thal the
execulable be put in a root-only automaunted directoy for esse of exscution,

This tool has been tested in the IDG Test Call, Funclionallty Lab, and VATC machines with out any reported problems.

25. Alernate Solution: (use additional sheets If necessary)
The cutside or parimater of ECS networks could be strengthen with firswalls that would offer protection to all the platiorms.

26. Consequences If Change(s) are nol approved: (use additlonal sheets if necessary)
ECH rung the risk thal Intruders will use ECS compromisa systems to attack other notwork and generaling so maech traffic that not

onfy the attacked network bul also the ECS network |s aftected, This happened to several university systams in Califomia in
Fabruary.
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